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& m w & % o 

[ 0 0 5 4 ] 

LfcA'oT, -y iyatt, S)*t5*t >y S/ a • 3 tf.-««ffi«OI»B (S^B^p^, r T 
T L J ) V 7 U >y a S tl T V & ^ i: t tt ^ O T* t> ^ - ^ * S D - F "T -5 ( ^ - ^ * % 
t7-;iH*7iyft5) o TTLtt^-ffl r « S» W H J T*feSt#^« Citff 
15. ^-V-y->att, $f, BWtrj'inicWtSTTLifiaftTB, Tml nic 

t „ s< - v <o zi > t- > v tfnvkic%t> z mm* mta l : *o^-j?K»t5TTL*tsis 

ICiSt§, U^-^C^IC^-^tfTTL^gltSftP,, C ©. rTTLj Sffili 

, mwft^-^fcwrswjfio + fy^vy^ftftisto*. DW^-^o^-^ttTn 40 

* L * t> © T' . * + v f a tt T S 3 ft T T L?rS^Lftttfltt"ft5>ftV" , 0 
[ 0 0 5 5 ] 

-iW3>Tyy%tif>i7 • * f htft^ + t'vyatSLi^BJtitfeSo 

-^+>y»>ai:**©^^hi;©K©)lfI^ t fcoa<Wa-r5i:i:^T'f-5, 

-4- + 7 y a AM — y% Hd — KTSMfc^-S' £ ft ft A © a - if ft< 

S i/> 3 y f - >y * S tt * pj fll tt *V* * , ( * -y h9-^^flaaUTi/^*»*Ktt* + «y 

yi/)'i< fcfcfissitfiigtttfifcs) iisssi/K»>a**#jia'r*cfc{4Pi(iiT**. 

AT SlCt^tttfT'f 5, 50 
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[ 0 0 5 6 ] 

* 8 W CO ffl CD i ft , ft fit ft If f 'J £ tt . *0«W*^6W6*»Kft«. 
[ 0 0 5 7 ] 

»(*HffiK*-rwi*i>JSKtT, * a m <o » s $ m * §¥ to tc ik be -t § . * <o m u , ps je 

'*t*KKWr*Cfc**BltT^*. * « W tt , «U> Ctl6©»Sa*jSfiFi|K«IJiUT 
Rfln*', * » 03 © 15 D * > cn&OWS***fflllclWH-rSi:4:*ltBILT^ft^.- 
[ 0 0 5 8 ] 

Ci:icgt7D-f t-hfl©gSiOi*ii, j§ * * H ff S ft * » 8t L fc x r -v :/* » 

Xh) 4St ( r y J = ^xx, r n j = /-) o f L T 2 R li , Xx <y yfe rX 10 

[ 0 0 5 9 ] 

.ftfcf, *0W6*McftSo 
[ 0 0 6 0 ] 

[ % w co m m ft be ] 

^<DHii0l)^^fo HIT, 1 0 2«, * - ^ ( 0>J * fc? , I SP) 1 0 4 K «fc t> T 

j y * - % y h ±tmm*i m% r*7-^i^ m • tc stirs r 

B*J Zfto (* * Mi, ftSWfc, ny-fyy||{S#frt5£DS,.|3*--i--f) . -20 

.-if bjrkw l r -ocd r*s» j a< pj he t? & a . ^-/^b** rjaitsj (-fftft% 
r y - tr x % t * j ) , & * tM4 * + y s/ a •? b # * r m -r j „ & # <d m £ u , $ - k 

, n > t y y * * v z/ 3. *\ r n $ * ft j * < T.tt ft 6 * ^ . * © ft , * - A 1 6 JHU m ft 

KSIr^iT' • • nyf r7ivfj ( -f ft to *> r s a - K j ) Ltti^ 

„ ^Of-fX*f '>3 VTt, Rjftlft|5gf3i:ne.cD JH % III I'l. 
[ 0 0 6 1 ] 

y-AKROEl ( 9t *. & , ^--^18, 0 4) T- §# C 6 ft T l/> -5 <fc 9 '£ ; X -Y y f- 1 0 
6(i,^-yh7-7iifl«rll^L, I P l/^/^fi^ 5 7*0 h 3 ;HcirJ^T;l/-f -f ^ 30 
C ttf^m*M&m7v-t";VT' , t>&^o ^cD^Jg, XY7fli, HTTP 

( ft if ftu o ) m ffl * * -v ;y s/ a (i 0 8.) ^ 9 1 , n *) cd a m * a & * > * - * -y h ^ m 

it5„ C ft fct , |gaowr(ilft'>X-fA7-*rff : + 0- o©«S!-e*« Q £ CD 7 - * 
[ 0 0 6 2 ] 

y-n> Kftowew:, * 6 tc^co j; 5 cue entv^o 

[ 0 0 6 3 ] 

^aj8+-+v>aBWStK:Bria-p*»), t <D * + <y a £ JJJ ^5 7 y 7 if 35 5 »/> tt ffi cd * 40 
^ -y a ti , iHI * * <D * + -y ^a^\#< <fc 5 fc W « "c « J« £ ft S . c<oiJ§£, *-v-y-> 

* tt , 7"571f(i!)7'D^j/.i-j'iyhi:LTail, Rlflifti:*a:B#«:»/£U, & 

&Z^li7r'f7V*->l(D-%lt LTfiilt, ^bT^<cDMft?.7^'J^-->3 
Si, J;0^tft7*D7'>--<t-/^cD«figB^T'$>§, ( ^ — /!/ K , 1 6-1 7) 

[ 0 0 6 4 ] 

iii*t7'>ali, *y h7-^«BrtKIH^ft, 7*7 9 if »c (4 W A ft ^ <fc 3 »c «fl6f S 

*'+t7ya*l^/ftJ;?ICilJft5t, a - if • it # - H CD ± ft ft ffi Jf. ft If •? jK 

- h CD ft fi A' 5 /J\ IC ft 5 46 T* 5 . ( 9 - )V F , ^ - 1 7 ) 50 
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[ 0 0 6 5 ] 

i§ $ © 31 Sfc ? fi , 77^f^f ffiMt'S/Lat > ^yfyyos^^ + fy-^ 

< <k o K? S&gtffc So v 77 7 +F £ff R^-a-r k . * + -v -> a © 

Mii*^7-f7yHi:ffi«t5ct4 ,, Pt4. a - if « g ®) W (c * -v -y 3/ > V © f ij & £ m 
% o ( 7" - * K > * - i .7 ) 

[ 0 0 6 6 ] 

±M<Dmmvii,'&mw%77wm%.*ftVT , ^at* » r-7-^±©jifi£ii>f 

©i357jti, 77 7-tf©*tfc*-y h 7-7** a-fOP CC'f VXH-;!' 10 

ftl/i:77 7f©KS5:iJ^?v-fXt5a-f^ Uf ^*fi«LTt^. 7 5 7 If © 7 

w^flfau^Sj&Bfr*. (7-/v h\ ^--7 1 7 ) 

[ 0 0 6 7 ] 

* ^ . y a ^i^jit s n t we z cnii, 75f tfoRS*ASii/4v>aaiiTf* 

7 7 7 -tffc 5 VfctTiffi ©4=- + -y ->a tt > * + -y ^ a ©#ft K ^-^frfcvtf, enT-t) 
SI * f# § o £ Ht s * -V y > a AM4 H t % *s 7 r A , tO'jy-^<6frt*- 
r -f > 7 f J & if ft fcf & <b * ^ <: t T* & t) , tfr>al^7 F7-^OllJ:^"I); 20 

* » # fc * * . ^rtHc»"^<;l/-r-oy*ff5fl|J5*;P-^ K'3S»4, ItHTTP (T 
CP #-h80) If 7 v'a'Nf^, *«Lft*i^K«*+-y^a*a@LT, 
fflffil£E«-f'>*-**y|»'\3M4c£fc«J:oT» ctiBC ffl M © ^ < o *» * Wt /Jn ffi tc * S 
o (y-*K, ^ - 5> 1 7 ) 

-»g¥ft;i-7*5'3>£LTtt, * > * - * *y ^^+-v-y->a^^>^7x-X«^^5b 

4 X'f'yf 4ffl^?.^t)^tf$§ ( 04 # iO o ^ i 7 ;l/ r * y (A I t eon) 
, 7 7 7 > K l> . (Foundry), 7D-^ -f y |< .( A r r o w P o int), ^©fttj 

e^57ah3;l/tcS^^T;b-r-ryy^^*ff3<:i:^wjfil^i®1t^7 B nHr-y'9-T-» 

§o * © US * , X^7f HTTP (f LTIO) S {I £ * + -y :X a ^\ » t , St D © >§ 30 

mzmm* > h^m m? 5 0 x^7f shtt pcs*4»«fLt« f l t * & 

•6 ft U R LKI-i^T+t -y a Jg « X' W S © 7 - KKfi**SJS<l fcA't'?5, O 
r U x y h •X^'yf^ffl^SCfcCct^t. 5p & g * * <y h 7 - £ il iM Z * * v > a 

frZWOML. fiRWticnt y* mm t l , ft £ & u r l k s -3 < * + a • 

-8IttlcWf St)5-o©*7'J'3>il/Ttt, 7x7-*+-y^a-nyhD-;l/- 
7"P (WCCP) T'&So WCCPli, >>X3 • J/XrU (C i sco Sys 

t e m s )(cioTF»^?n/i:feOT\ i/ X n I S 0 lc S c5 < ;V - ^ * ffl V S * >y h 7 - 
^rtK">x7-* + V->a%aiiWK:'f>xh-'/l/-r*ci:*pI tg'tC t5. WCCP^ffl 40 
^ n «\ HTTPilA^ fg ffi If - A © « t> 0 »c 7 x 7 • * -f <y ^ a 'S [p) ^ E t C t T* 
15, WCCPli, ^•yh7-^-7-*r^7^-VtcWr5^S^:«e'S^-ti-r\ Sii7x 
7 • *\ -y y VOnmZ&lMit? So K, ^-V 1 8) 

-7i7'7D^-/ii«|117'nh3;l' (WPAD) ll, «l,<l!S?ftftl.*7'nh3 
7U T' 0, 7" 7 7 If , XMJ-;>)^t^7' )7-f7yF, f I TiO^ V? - * 7 
h • >7^7yF • V7h7i7ii&tSi:iiciot > *4S^.-if©ia^*iesfii:-e- 

■f (C, * -y h 7 - * ± © * + y v' a R IS V - If X * IK ®) W K M O S <t O r +f V f § 

v'/iaiitttiildlttSlcWtS, * LT'O^-K+A * V 7 h 7 x 7©^ 

^fl$%ffl«T-?.o WP AD*iffllSI(64^7'f7Vh • 7 7 h7x7fi. mm 50 
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ft<D3.-*f*mtb&fr<D%v t v - ? v *'\®mi£uc&wtt z z. t ic &-?x . eft 

— /UK, - V 1 8-1 9 ) 
[ 0 0 6 8 ] 

* + 7->>y->Xf L^ffll^il tlCiot, -7 x 7 •. +>• - i\ • -f h<Dl$66£g3g{fcL 
, 77-)-!ftc <t§a-f(7)Y>'^-^7 h • 7 * -b X £i& 3S S C i: ft t» t 5 
o $ # ft <9 y n ? >/ $ }3 ^ T ti , ^fr^y^i-Xf Aii', 

A © flufc fit B L , ^ft6<91*-/W©ffl{g;&^cpT'ffi£*TX£yK^yfcft.g>, f ft fc> 
S-OttiOtf-^tDttfflfcftS. h7-^flK + tyfa •■^-MSEil/, 
t53^f^yfc«t«#»*'y H-**i!fit5Ci:i!)'Tff5 0 &Bft 6 fcf, /n>-> 

> t y y <d m to ft 3 tf - z m & t z> . ( y- ;p k , 5? 2 0 ) 

[ 0 0 6 9 ] 

* >y h7-^llCfel)5+t 7 i'aOlg^Ei^ft^SHOfD-iWiS:^ {S S . 

46 tC * + -y 5/ a • * - /IK BJ }1 X s 3 D - 3 y fit & % „ c O J; o ft ® ftf K ffi ■ f ft 
tt\ £^K®®£ftTL3;5<£?ft®mtc{4B-fSit3-Kit^ t+'r^fi^do 
S * €: JO, a L , i^<©3>f>7^Sflt5i: ttftSS, 

- K * v h 7 - * ft ffl # -f > h o Mft*£^tt««,'«fc9K^*+y$'ateffl*%pJteK 

s*s 6. a. - if f ij 8 * f# 5 t « ft , $ ± 8it © fcT -y h • U- hS*^M'>?^5^^h 

fteoKfa^Wfon^r-s/gyji, ft S Wfc , ±gftfy#-*7 h • xf-y^yy- n 
tr-y 3 y, ff>(Vfr''(V$kti*'(>Y. 3 V> f4 y- h 7 x -f K J| 6 ft 3 . ( ? 
-;VH. ^-5^2 0) 
[ 0 0 7 0 ] 

Cft£<D*$®£*#-on'7--->3>{4, ft S! « fc , XCtOHtrtlft-fyj-^yh • 
7,4 v f-y >? - a*-*/ 3 y, y^-f /U • * yM-SX-f y I- , tJ^ttifeiy-Vfi'f 

P0PSt/^^t/l/7'yy ( y — /I/ K , ^-y'2l. H 7 *#fig) 
NAPS ( y - /U K , ^ - ->* 2 2 , H8^#I) 
jsi M ( y-/l/ K , ^-'>'2 2fl) 

isy-h'jiy (y-;i/K, ^-^23, i9 5#i) 

-7 x 7 • * x r -c y y ( y - >u k , * - y 2 4 , b i 0 it # m ) 

5^F7-f;|/ ( y - ;l/ K s ^-">"2 5, g I 1 £ # 8.8 ) 
^iy-hyi-f ( y- /I/ K >' ^-5>2 5, El 1 2 £ #pa ) 
[ 0 0 7 1 ] 

*8ffiK:|3tt*3I1ir<Oft&l*:#o#.»4, ±I2^l«WfrP», *58IO + tr>a*lit'< 
tttl*SIKfti{»4cfc*'f S5. - 8 W tc , # 5§ 0£ <D * <y a « , 9fiayfy7 
*S«t5*ir jryaWftiiitEBtS. SStMi, IWn yf > 7lCjhtt5g*5: 

[ 0 0 7 2 ] 

02 14 , ffitoRU / & z^&mm? > r y V ICttt Z ^-?<Dg#Z £ (D £ ? \C* v v y 



JP 2004-504681 A 2004.2.12 



[ 0 0 7 3 ] 

S-O^f 7 7* 2 0 2 T(i, *7yi* H:J*t5a-'!fOB*CJtl/T, *fr>att 
» g^Jftfc^/^i? h tfi * -V v 3/ a $ tC fc § ft> if 5 fr* ffl £ -T 5 o & V> ( N ) tft £• 
, 3— *fg#«> S*%j»fe , r/fc«>0'9--^ / NaS&n*. BUSK* Xt -y 7 s 2 0 4 fcte^ 
T> * + 7 a fi , *7'7i* hKJ*t«BC, * * V* tt 5 - A 0 a - If 6 0 & ©B • 
**f«lT, *-/^6*7'-7i>h i *7i^t«. 
[ 0 0 7 4 ] 

ftlt, coWPii.'tT'^i* n:»t«t^TOi*ii, a-incWl/TSiift** 

So p-A;Vy-7*>&1S8*7if f Lft»s * + >y > a • if - /Ui > * ft * Ji ffi W K 

o iSfc , P ;l/Efil# $ ft Tl/>ft V"tSf $fi©B#«:, I"* + «y a • = X J tLTHat' 
§ o {£ # : PI SL 7 )\> rf 'J X A & < t ^ > 2 ft T ^ ft «\ * * -y S' a • C«;K08$tt 

a ■ >y h ) tt , rti*7K7-noai**d>«*5/!:», rtSP^f h 7- >±©)5 
«J$W*>}S<ft5o 20 
[ 0 0 7 5 ] 

g * * 7 V x * h *< * + -y 5> a. F«3 fc $ 3 m £ , ^5 (c ^ f 7 7 2 0 6 S * * 7* S> x * h 
W B W T* * 5 £ $f IS £ ft T ^ 3 £ r> £ « £ "T S . * 3 T* & 5 ( Y ) 18 £ . Xf-y7* 
2 0 8 1C V* T\ * 7 ^ x 5 V <D r £ iS Bf Ml J 'J 7 U^/aStlft fct*>681 

Lfcmm) * , <*0^-S>0#3l5©if-/<tfTTL*igj£LT^«it£s if - K « 3fi 

.[ 0 0 7 6 ] 

5 * 7 3? x * h ff* * y *s a tc $.0 , » « ? fc 3 ( N , XT'y7 2 0 6 ) * 30 

t-y>a oe-oTTL ( r^wmmj ) JC-oeawnBJ:*)**^^^^^*^^ 

•y 7 2 1 0 TfWffi-T So. 

[ 0 0 7 7 ] 

ttrfa • 3 tf - © T P L H JI B$ H ± ■•) *> '> ft ^ (iO'J^^SS) t**5i^ ( Y , 

Xf77"2 10) It, rjgtP T*ft tit Xf 7^2 1 2tCfctr'T. * -V -y a ft , 

- * 7 S> x * h £D 7 * -b X ft fit ft ( m & <D tt # , Jtt » 0 W l«l © 'It fit B$ IK] & fc 0 © a - if 

- # * <D 7 - 6 *7->'in?:7i7ffS, 
[ 0 0 7 8 ] '' 

+ + 7-> 3 • aU-OTTLtf* 0H il l$ fKI »C W 1 1> , Si^l^^l^ ( N , Xf-yT" 40 
2 1 0 ) > rfr » 7? fe 5 J t # ?L , Xf77"2 1 4 »C *J ^ T , 4=- + v > a ti , 

-^7"i/*x<7 K©7^7-(rXttItffl^MKr-r-5o 
[ 0 0 7 9 ] 

6 5 ^ rAS^il^J t n Z. , 4- + <y a « +>• - ^ *^ 2. * 7" x » * £ 7 x «y 1 % *^ 

cft« r^sji; 7 i/ 7 yij t(¥«"nSo 

[ 0 0 8 0 ] 

$5>tC, *+7'>a* , D--^^?»*7-7i^ h^7i7f t§ (Xf 7 / 2 0 4 SO'2 1 50 
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2 £ # m ) Jg K , X r >y •/ 2 1 6 tc *5 !/■> T > * * is a li # © $& if £ fr ? . 

a . ( #J A If s W Su a - g * # & o 46 fC ) ^ i; x ^ KcWt 5 fe 9 -O<0 

7 x -y ii 4" ? & £ if ^ * + <y *> a ti , ^©SsRSrSIDiIS-f, StRt57iff 

tf*JE*ttT^*ft»£ 5^*WSr*/£i6K:Jt«Ufe»» « gtf © V x £ He J; T 1 

d. *n««K, *7s>x * h©«{bt*ttfi (*ffi^H«fct)©«{b«f) £$#Hk-f3, 

& 5 i/Mi S Iff -T 5 . 

T , * 7* x ^7 h*B»64^tt»W3yf^yi:IIt8, 

f. tur^inA'ifiTisse, *©*sicjs ctt t l (t) fciii&ffitcig 
h-7^-tr7.^i+ffl*>p)^^Lf-c) JHffi^mafe?)©3.--iffi#»ii, * u t # © as ( 

[ 0 0 8 1 ] 

a . i ± m k> fit * ( p o ) o cn«, ffijt©^Hw*s^.si^M{cfc^T, w is -r s * * 

© * 7 ^ x * I> ^ ft L tc * *v is a • n fcf - * ffl ^ T riH fc L fc g 5R Sit © - £ ■ * S fc 3* 



I+Jl 



FT 



[ 0 0 8 2 ] 

b. a*&»?* (n 0 ) o cn»4, ffs©B*isw*«*. swcfe^t, wis-rs**© 



* 7 i/ x 9 h g it t * + >y> a 



1+ 



I- 



fF + r^ 



[ 0 0 8 3 ] 

C . m*Wm ( D o ) o C *Ui, * h S.ffcfc, +t9fa'3li-«>iJ7U»f 

ai;©H©¥i£)^FF^T-*5 0 
6D 0 



T=- 



1 + 3- 



[ 0 0 8 4 ] 

d. T#at,tt<4*±ia (a, b, o ©is£# 0 fc«^n, 

[ 0 0 8 5 ] 

E. T * T m i ntTma x ZWXtS I" § ^ ft j filom^cO$BHF*9tC@46«.JilB (A, B 

> c ) © m fi & o 

[ 0 0 8 6 ] 

± 12 7a ® S fc ^ > * © 5 * - * * fll ^ T * . . 
T (i , WiWJtr^x^hK:Wr*»#^IB1»*a. 

wa, **©*r^x^h^a{ttT^6© c -r * t> % » s^^at) e & © b* n t* s. « 



(21) 



JP 2004-504681 A 2004. 2. 12 



Po Bi**9I*t**i ctifi, ftjg©B#IHW*iB* 5 Wf IB fc T\ *ffSt3## 

* 7 S> x * h^Htl/ft + t ">a • 3 tf - * ffl ^ X ffi t ft * ffl Pf H S fc 0 © ¥ ^ fi * . 
&T<&5 = 

D 0 U 1 * if IE T* h 5 o Ctlli, * 7 5> x * h % it t , * -V >y > a • 3 tf - © U 7 U >y 10 
[ 0 0 8 7 ] 

[TTLOIlRSO'Iffi] 

*7^xfhos6{kMo¥^n*ffl ( t ) rufx-, io/^^-^sts&^JiitiiatfA 

« s IHiJ^tf;!', T%t>*>. m m t © M tc * 7 V s x * h # g it L * ^ fit * % S e - t 
/rt»5'i:#A«. t-65A/, t = 0 IC M L X \t 1 V & 5 ifi , ttf + (») 

n o k ifi -3 < . 

[ 0 0 8 8 ] 

* + -v *s a • 3 fcf - © U 7 U y jl 3$ fC it K t * . £ < © n. - if S * # & § « JB * # 
it«t, a-f (UotfflSnSAK «HiJW*HIHlT?M«r-r«. 20 

[ 0 0 8 9 ] 

g f k © ¥ $ g 

!T, * r ^ © - S 14 , ft fc , M©*7^x*l^©¥^HIff>igAM/TT'fc3frir3 
**fi^tJ. p C o (t) * , nfFI t tciotkA^lkt^«$f£5i:t§o $ 



HT, k>0i:»U 1 

= f ri>)<i-e- A '>- , '-"-*>'' = |ri-,(«0* ^ 



-«)/r 



( [ 0 : t] K. m i X k S Ik ft* 4 U S 51 * It , Oiu fcOHlcfiCoft k - 1 «ftO«* 

t © n t « ^ fk # ts. tc o ) 

[ 0 0 9 0 ] 



//r 



30 



40 



JHr' M t + 1 



= (* + l)(r) 



,-1/f 



[ 0 0 9 1 ] 
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AT-O A-t 

& <*-D'UJ 




T 

[ 0 0 9 2 ] 
[ 0 0 9 3 ] 

P0Et^«. **©*-/UO*7J'i> h A s ^ ft t , ttr^a • 3 tr-tfftS<E>M 20 

w*jB*.*J£ttS^fct>*fiifc.&-$\ ^ - if * * + -y s/ a • 3^-*s«-r*»^o^--t 

■byf-^^it) ^--tryf-->* • X7-5:fvto ffil * If , W=l 5s, t = 6 0 s , 
T = 3 0 s o ^^7 it, W*J>£S*. ZftfflKMT * * -V 7 ~> a • 3 t£ - # r |? H T ft V> j 
fij % ^ -r o ^77^, Wli 1 5&.T'fe5ft6, 1 # 5> 1 5 # cr> F^ <D fiS ^ (i -B a T* * 5 
„ • * ft *» S , « , ^?^?®/^-y 3 0 2 T'^t»7i7f^g?5tf ( T = 3 
Os) , t*fo^3O0$T'«*t5. LC/^-yttSO^CTilClSDIt. 3 0&i>. 

g%V>>\$-V 3 0 4 T$t «fc 3 K . fit * « 6 0 » g T* it *: t § . 7 5 »A>5 9 0»O« 

fct»,rrtf*r0/<*->3O6?ra«©tss*:jfc-r. 30 

[ 0 0 9 4 ] 

* \ v i/ a - 5£ IK Pg T' * 7 $> x * K03e-4S«1-« ( t5K*il?- h 1" £ i: t ft &\ 
1$ ffl [0 ; T] IC it S if » £ ft 3 d t T* t 5 . 
[ 0 0 9 5 ] 

n > r y y # s <^ $ n <o ¥ ^ m rs e tt . o a* & u © m k « 8Mb # * *p o & # , u e. u 
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BANDWIDTH SAVINGS AND QoS IMPROVEMENT FOR WWW SITES 
BY CACHING STATIC AND DYNAMIC CONTENT ON A DISTRIBUTED NETWORK 
OF CACHES 

5 TECHNICAL FIELD OF THE INVENTION 

The invention relates to the sioragc and transport of informal ion on an Internet and, more 
particularly, to caching Web-page content on the Internet. 

CRQS S - K^ rogREN Cg TO KEtrVrap 
10 This is o ctmtinuation-bt-part of commooiy-owned, copending U.S. Provisional Patent 
Application No. 6W2 1 8,559, filed 17 July 2000. 

PACK G RO UND OF THE I NVENTION 

When two or more computers are connected so that they can share resources, this is referred 
15 to as a "network". When two or more networks are connected together, (his is referred to aa 
an "internet" (lower cas* *»")• "Internet" (upper cose T) is a a global.interoet, which is a 
plurality of inter-connected networks, oil using d common protocol Jmuwn as TCP/IP 
(Tninsmission Control Protocol/InlCTTiei Protocol). 

20 The World Wide Web ("WWW", or simply "Weh") isnaetof standards and protocols that 
enable the exchange of information between computers, more particiitaily hypertext (H JTP) 
servers, on the Internet, tying them together into a vast collection of interactive multimedia 
resources. Traflic across the Internet passes through multiple "buck bone" carriers, such as 
UUNet or Digex, which forward the signals to one another under a *ystem called peering. 

25 

•Quality of Service" (QoS) is a measure of the speed and reliability with which Information 
can be transported from a content source (typically a server, or an Internet Service Provider, 
ISP) to a user's computer (upon which i$ typically running a type of "browser" software tj»l 
is used to view content). "Bandwidth" is a measurement of tlic volume of information that 
50 can be transmitted over a network (or a given portion thereof) at a given time. The higher die 
bandwidth, the more data con be transported. Latency is o measure of the time tjiat it takes 
for a packet of data to traverse the Internet, from source to user. 

Bandwidth can he increased by installing new capita) resources, but increasing bandwidth 
35 only indirectly addresses latency, and increasing bandwidth cannot ;tccclcratc overloaded or 
slow origin servers. Other solutions are needed to overcome these barriers. One solution, 
caching control, is discussed at length in an article entitled "Network Caching Guide, 
Optimizing Web Content Delivery", by Michael A. GouJdc, March 1999, which is available 
online (via the Internet) at the following address: 
40 hltp^/Ww,uiktomi.coin/r^oducts/T»etworkAedi_re 

A text version of the article is available online at the following address: 

ht rp://ww.v. gcogle.contf seair h?q=cacr*:www. inktomi . com/prodocts/nc I work/ 
techj esowces/fc ch/cacWngguidc.pdf 

45 As noted id the C.pujde article: 

"One way to improve pcrfwmance and make it more predictable is lo 
minimize the variability introduced by long trips across the Internet from the 
content source to the user's brc»vser. by storing frequently accessed content nt 
50 . a location closer to the user, a great deal of latency ami unpredictable delay in 
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ihe Interact can be eh'ratnaied. The technique for doing ibis is cnjled oching. 
Coching is a means of storing content objects from a Web server closer to tl* 
us«, where they can be reprieved more quickly. 'fhc storehouse of objects, 
including text pages, images, Mid other content, is called a Web cache 
S (pronounced cash)." fC-ouldc, page 2) 

Caching is an approach that improves QoS for users while improving the 
economics for network service providers. Caching entails storing Jt'requcnlly 
accessed Web content closer to users, thereby reducing the number of bops 
to ' thai must be traversed in order retrieve content that resides on a remote she 

CQiaiiifepage*) 

In operation, requests tor content originate from a user's browser and arc first 
directed to the caching server. If the content is currently contained in the cache 
15 and is up to date, the content is sent to the user without the browser 's request 

having to be sent on to the originating server. This can reduce the latency for 
the transfer of content and reduce the amount of time H takes to transfer the 
content to the user. It also reduces tho amount of daia the service provider has 
to retrieve upsbenm from the Internet to ftMill requests. tOoutdc. page 8) 

20 

Caching is a concept that is well understood in computer hardware design. 
Modem microprocessors employ on-chip caches of high-speed memory to 
store frequently used instructions and djita locally instead of having to read 
them from slower memory. Compute;* implement several additional levdx of 

23 caching, including RAM cache and even oo-disk cache, all designed to reduce 

trie latency for reading instructions and data and speeding up the transfer of 
dala within the system. The basic principle behind caching is to store 
frequently accessed data in a location that can be accessed more quickly than 
it eouW from the data's more permanent location. In the case of a system's 

30 CPU; 1he permanent location is the disk. On the Web, the permanent location 

is the origin server somewhere out on the Internet. (Goeldc . page 8-9) 

Network caching, while a newer concept, is based on exactly the same 
principle and has the some benefit of eost-efrcctivcly improving the user 
35 exprrienee. ffioolde, page 3) 

"Caching provides direct benefits to the end user in terms of reduced latency 
of Web page download (Ihe tunc you have to wait before anything starts to 
happen) and faster download speeds (the time it takes for all the downloading 

40 to finish). Bui caching also provides benefits to network service providers. By 

storing, or caching, Web content that users request from remote servers 
lociilly. fewer of these requests hnvc to be sent out over the Internet to be 
fulfilled. As a result, the access piuvider maintaining a cache has its upstream 
bandwidth requirements reduced. This reduces tho bandwidth the service 

*j provider has lo purchase in order to provide its customers with a satisfactory 

Web experience. (Oouldc. page 3) 

"Caching hIso provides several benefits in a Web hosting environment in 
which an access provider boats Web sites for many customers, lr can reduce 
50 the impact of traffic Rpikcs caused by high- interest content and also serve as 
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the basis for a variety of value-added services, such as providing additional 
capacity, guaranteed service levels, and replication services. fGooldc. page 3) 

"[Caching] network data makes it possible lo provide users with an optimal 
experience and predictable response limes. With typical cache hit rates, the 
user experience has u higher quality of service (QoS). Improved QoS provides 
significant benefits to ISPs, content providers, and corporate sites. Better QoS 
results in higher customer loyalty and retention. It helps create a stronger 
brand equity, both for the access provider and for content providers. Content 
providers who ensure Hot their content is amply cached throughout I he 
network , close to users, will ultimately see more visitors accessing tbeir 
content. (Collide, page 5) 

"Web browsers also implement a fonu of caching, storing recently accessed 
Web conlent on the user's hard <Hsk and reading from that local cache of files 
instead of accessing the Internet. This works weQ when the user hits the 
'Back" and "Forward" buttons in their browser during a session, but il docs 
nothing if the user is browsing a site for the first time. fQouldc , page 9) 

"Neither (he browser's cache nor a Web server's cache can address network 
performance issues. By placing a cache of Web conlent on the network 
between the user and the originating Web sites, the distance that commonly 
accessed conlent has to Travel over the Internet is reduced, and users 
experience quicker response and faster performance. Network caching takes 
advantage of the fact that sook content is accessed more fhanxmtly that oUier 
content. By implementing a caching solution, network service providers can 
provide a better Web experience to tbeir customers while reducing the total 
requirement for high- bandwidth connections lo the mte/oet. (Gonlde. page 9) 

"When a caching solution Is not in place, requests for content from a browser 
and the content delivered from the origin server must repeatedly traverse a 
complete trip from tbe requesting computer to the computer ihat lias the 
content. Tbe Web browser scuds a request for a Uniform Resource Locator 
(URL) that refers to a specific Web page on a reticular server on the Internet. 
The request is routed to the server through the normal TCP/IP network 
transport, "fhe content requested fro© the Web server (also known as an HTTP 
server) may be a static HTML page with links to one or more additional files, 
i nclod ing graphics. The content may also be a dynamically created poge that is 
generated from a search engine, a database query, or a Web application. The 
HTTP server returns the requested content to the Web browser one file at a 
time. Even o dynamically created page often has static components that are 
combined with the dynamic content to Creole the final page. ffioulJe. page 
13) 

"When caching is used, frequently accessed content is stored close to the user. 
It may be stored inside a firewBl! ou the user"* corporate LAN, at the user's 
ISP, or al some other Network Access Point (NAP) or Point of Presence (POP) 
located closer lo the user loan the majority of Web servers. If the requested 
content, or file, is located in tbe cache and is current, or fresh, that is 
considered a cache hit. The more frequently user requests can he served from 
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(bctc caches, the higher the hit rate, the better Ibe user 'a performance, and the 
less dutn ihe service provider bos to retrieve from the Internet on behalf of the 
user. (GoyWc^ page 14) 

5 "Similar issues exist for FTP file transfers, with an FTP server handling each 

request for u lite submitted by tho FTP client application. Delays and 
bottlenecks can be u bigger problem wiih FTP because the typical size of a iiJc 
transferred by FTP is larger than a typical HTML file. Streaming audio and 
video are additional examples of an Internet application that can henefit from 

j o arching content c lose to end users. (Ooolds . page 1 4) 

"Network caching can be applied to content delivered over many different 
protocols. These mchnte HTTP, NNTP, KfP, RTSP, and others. Ail ore 
cliaractcrized by having some proportion of static content and high utilization. . 
15 Cache server support for each protocol is, of course, required." (page 14) 

•Since (he caclic must be kept fresh, there will still be traffic from the JSP out 
to the Interact, even if every bit of content requested by user* is in o cache. 
Page freshness has to be assured, and new content must be downloaded. But 

20 by using caching, bandwidth utilization can be optimized. It is even possible to 

use a cache with dynamic content, since even these pages have soma static 
content that can be served from a cache. Depending on 1he distribution of 
traffic and (he scalability of the cache, up to 40 percent -of usct HTTP requests 
can be taken off the network ami served from ft coche. This mokes networks 

2j more efficient, enabling better performance to be offered at lower cost.* 

The Sgujfj article discusses the effective use of caches, load balancing, where to locate 
caches in the infrastructure, and designing enche-friendry web content. There is also 
30 mention of protocols which have been developed - for example, Web Cache Control Protocol 
(WCCP) <pagc 1 8). There is also discussion of appropriate use of the "expire" and "max- 
age" hcodws in the HTTP protocol (fiouMc, page 27). And, as expressly stated by Gould, 

"With good design even dynamically generated pages con benefit from 
j j caching. By separating the dynamic content of n page from iho static content, 

the static content con be cached and the dynamic content retrieved and 
downloaded separately. (Goulde. pa&e 28; emphasis supplied) 

It is there fore known to cache static daia from Web sires using a dedicated computer's RAM 
•10 and hard disk, so that this computer can act as a proxy between the WWW ("web") servers 
and Ihcir users. Several requests Tor a given Web page can then be served at the cost of a 
single request io ihc original Web server. Internet Service Providers (7SPs) commonly 
provide such a caching service to their customers. However, this technique suffers from two 
main drawback*: 

J5 - it is nut applied globally, and even useis of the Web sites who have access to a cache 

have to deliberately activate this feature, of which they are often not aware; and 

- it does not apply to pages which change very often, as is the case witb dynamic 
content (content which is generated on-thc-fly by the remote server). 

50 There therefore exists a need for the caching of dynamic content, as weJI as static content. 
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GloTsnryfbtfinUlom 

Unless ot)»erwise noted, or as may be evident from J he context of I heir usage, any terras, 
abbreviations, acronyms or scientific symbols and notations used herein arc to be given their 
j ordinary rooming in the technical discipline to winch the inventioo most nearly pcruuns. Tbc 
following glossary of terms Is intended to tend ctoriiy and consistency to the various ile^ripuore, 
contained herein, as well its in any prior ail documents which may be cited: 



to Cache Server A highly optimized. application that stores frequently accessed content 

at strategic aggregation points close to the users requesting that content 
in order to reduce the impact of delays and netwoik bottlenecks. 

CARP Cache Array Routing Protocol. A protocol for synchronizing 

IS multiple cache servers. CARP maintains u shared namespace (bat maps 

wry Web object's address (UR!,J to only one m*le in Ihe array. 
Requests are rooted to that node. 

Cookie The most common meaning of "Cookie" on Ihe Internet refers to a 

2d piece of information sent by a Web Server to a Web Browser that the 

Browser software is expected to save and to send back to the Server 
whenever the browser makes odditional requests from the Server. 
Depending on the type of Cookie used, and the Drowser** settings, the 
Browser may accept or not accept the Cookie, and may save the 
25 Cookie for cither a short time or a long time. Cookies migW contain 

information such as login or registration information, online "shopping 
cart" information, user preferences, etc,. When a Server receives a 
request from a Browser (hat includes a Cookie, the Server is able to use 
the information stored in the Cookie. For example, the Server might 
3D customize what is sent back to the user, or keep a log of particular 

nscr*» requests. Cookies ate usually set to expire after a predelcnnincd 
amount of time and are usually saved in memory ualil the Browser 
software is closed down, at which time they may be saved to disk if 
their ''expire tinae" has not been reached. 

M 

Dynamic Content 'Live" content which is updated on o regular basis. Examples of 
dynamic content might include a "current temperature" display on a 
weather web site, search results, or a "Current Top Headlines" item on 
a news web site 

•10 

HTTP Server A server that implements the HTTP protocol, enabling it to servo Web 

pages to client agents (browsers). ITTTP Servers support interfaces so 
that Web pages can call external programs. They alio support 
encrypfion mechanisms for securely exchanging infbrrnaiion and 
45 authentication and access control inechanisms to control access to 

content 

I CP Internet Cache Protocol. A protocol for synchronizing multiple cache 

servers. Each lime a cache server experiences a miss, it broadcasts 
50 messages la all peer nodes asking whether each has the content. The' 
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requesting server then must Issue a request for the content and forward 
it oo to the user. 

Proxy Server A piuxy server oels at an intermediary between a user and the lntemei 

so on enterprise con ensure security njld administrative control nnd also 
provide o caching service. A proxy server is usually associated with or 
part of a gateway server thai separates the enterprise network from the , 
outside network or a firewall that protects the enlerprise network from 
outside intrusion. 

Routers Routers are Ibe devices thai build a fully interconnected outwork out of 

a collection of point-in- point links. Routers un the internet exchange 
information pertaining »o Iheir local section of the network, pnrticul.-uly 
how close they are topological^ to local systems. They collectively 
build a map of how to get from any point in the Internet to any other. 
Packets arc routed based oo the exchanged mapping mtbrmorion, until 
the last router connects directly 10 the target system. 

"Fixed" or long-term unchanging components of web pages stored as. 
files thai are either never changed or arc changed only on an infreqiieot 
basis. 



Static Content 



HTML 



M HTTP 



IP Address 



High-speed network devices that typically sit on the periphery of the 
Internet. Switches differ fivm routers in providing higher perfuonance 
at a lower price b»t with limited functionality. Typical switdxss enn 
route traffic locally but aren't concerned with complexities of routing 
found in the high-speed Internet backbone. Switches play an important 
roJe in caching because they are often used to divert the cacbcablc 
traffic to the caching system. 

Hypertext Markup 1-anguagc. A specification based on Standard 
Generalized Markup Language (SGML) for tagging text so thai it may 
be displayed in n user agent (browser) in a standard way. 

Hypertext Transmission Protocol. An application-level protocol that 
mns on, top of TCP/IP, which is the foundation for the World Wide 
Web. 

Internet Protocol, The network layer for the TCP/IP protocol suite. It is 
a connectionless. best-effort, packet-switching protocol. 

A 32-bit address defined by the Internet Protocol that is usually 
represented in dedmul notation. It uniquely identifies each comparer 
on the Internet. 

An agreed-upon set of technical rules by which computers exchange 
information. 



UKI. 



Uniform Resource Locator. The method by which Internet sites ore 
addressed. It includes an access protocol and cither an TP address or 
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DNS oamc An example is hUp://\v*v^Atoruuiawm. 

Useuel Short ft)f User's Network. A collection of tens of ihousonda of foil Irtin 

boards residing on the Internet. Hoch contains discussion groups wiled 
newsgroups dedicated lo various lopivx. Messages arc posted am) 
responded to over ihe Network News Transfer Proioco) (NNTP). 

Web Server See HTTP Server. 
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I1R1EF DESCRIPTION OK THE INVENTION 

An object of the invention (o provide a technique foi nstoeing bnndwdth nsnge of WWW 
servers and improving (bo QoS of WWW sites. 

According to the invention, a technique for caching objects having dynamic content on the 
Internet generally comprises disposing a cache in the Internet Tot storing und updating copies 
Of dynamic conicnL The cache may he disposed at n locution selected from the group 
consisting of major Internet switching locations, dial-in aggregation points, and corporate 
10 gateways. The cache mny also store and iipctnte copies of static content. 

According to a feature of the invention, update c)>aractcrislic>' of the objects are determined, 
and a time to live (TTL) parameter for the objects is adjusted based upon the update 
vharactcriscics. Generally, the object is updated if its TrL is less than its nyc. The TTL for 
15 an object may be adjusted to: 

(i) maintain its probability ofcrror below a predetermined error probability threshold; 
(ji) maintain its error rate below a predetermined error probability threshold; or 
<iii) maintain its delay time below ;i predetermined delay threshold. 

20 According to the invention, a mrlhod of responding to a user request for an object having 
dynamic content, wud object originating from a server, comprises storing a copy of Ibe object 
in o cache; establishing a time to live (TTL) foT the object; receiving the user request at the 
cache; 

fulfilling the user request with the stored copy of the object if its TTL is greater than itc age; 
25 and fetching an updated copy of the object and responding to the user request with the 
updated copy if the TTL of (1k stored copy is less thun its age. 

According to a feature of the invention, the TTI.. for the object is first set to a reasonable 
lower limit (Tmin) and is then adjusted based on the frequency al which the object actually 
30 changes. 

According to a feature of the invention, each time the cache fetches I lie object from the 
server, the cache performs tho following procedures: 

a. if another fetch for the same objeei is ongoing, waiting for the previous fetch to 
35 complete; 

b. fetching the object from the server, 

e. replacing the cached copy, if present, by tho fetched object, after having compared 
them io determine whether the object had changed since it was last felclwd; 

d. initializing or updating the object's change statistics accordingly; 
40 e. marking the ohj ect as static or dynamic content depending on the server's reply; and 

f. if the object n dynamic, setting ils TTL (7) to an appropriate value with respect to 
an average time between changes (t) determined from the object's change statistics, the 
number of user requests per time unit (q) determined from the objects access statistics, and 
one of the following procedures (A-E): 

^5 A. maximum error probability; 

B. maximum error rate; 

C. maximum delay; 

P. any combination of the above (A.B.C), taking the lowest 7; or 
E. any combination of the above (A.B.C), but keeping T within b predetermined 
50 window of "reasonable" values bounded by fmin and 7m3X. 



(39) 



JP 2004-504681 A 2004. 2. 12 



ITI7I1.U1A065I 



Preferably, the cached arc dedicated machines mrd are pUveed so thai Web browsing passes 
through the cache instead of going a}) the way to (he original dies, in many different 
locutions, ideally within the network of ISPs providing the Internet cunneclivity to the highest 
5 number ofuwrs in those locations. In this mnnnen 

- Uw users of those ISPs and, to n lesser extern, neighboring ISPs, will enjoy a huge 
QoS and speed improvement, for must of the traffic will stay within or close to the ISPs' 
internal networks and not need to go through the bighty-londcd Internet backbone, and 

- the original web-sites will no longer need as much bandwidth, since the caches will 
t o absorb most of the load 

Since marry web-sites tend to serve ail-dynamic content, dynamic content wiJl be cached, ics 
well a static content. However, it is not merely a matter of the caches remembering the 
content, as there is do wdkution as to when the latter is going to change. Hence, it needs K> 
in be reloaded, periodically, instend of simply serv ing the cached copy. 

ITjerefbre, the cache reloads a page (fetches an object from the server), whenever its 
corresponding cached copy has not been refreshed for a given time (time to live, *TfL*)> 
TTL can be thought of as the "sbclf life" of the page. The cache first, sets the TTL for a 

20 dynamic object to a reasonable lower limit T^. Then, over lime, as the cache reloads the 
page several times, it can track the frequency at which the page actually changes content, and 
adjust the TIL for that page accordingly. This TTJ/ lecJiniqw mimics a common caching 
method for static pages, if the original server of the page *pccificj a TTL. But since servers 
for dynamio pages do not specify a TTL for them, the cache has to establish a reasonable 

25 TTL of its own accord. 

ITierefore: 

- whole web- sites con be cached, including their dynamic content; 

- traffic between caches and the original sites is better managed; 

30 - while some users might gel an outdated content, in the case of a page changing 

before the cache reloads it, it is possible to limit the delay between the two (which could 
happen anyway witlrout (he enchc, when the network gets saturated) as well as the error 
probability; 

- tire system can adapt, in real time, nccordiog to the number of request? to each page 
35 and the actual update frequency of the page. 

Other objects, features and advantages of the invention will become apparent in light of the 
following description thereof. 
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BKIEF DESCR IPTIO N OF THE DRAWINGS 

Reference will be made in detail to preferred embodiments of (he invention, exnraples of which 
may be illustmted in the awornpanying thuwmg figures. The figure* are intended to be 
illustrative, not limiting. Although tlje invention is generally described in the context of these 
5 preferred ernbodinienls, it should he understood that it is not iiriaxlcd to limit the spirit and 
scope of the invention to these particular embodiments 

In flowcharts presented herein, rectangular boxes generally represent a sequential step being 
performed, a generally rectangular bo* with points avh renracols a decision step (test) 
10 having two miitually-exchrsivc results ("Y^Yer, "N n -No), »nd an enrpty circle is not a step or 
a test, but is merely a graphical junction point at which two or more paths in u> flowcbiirt 
converge- 

The structure, operation, and advantages of the pieseut preferred embodiment of the invention 
15 will become farther apparent upon consideration of the following description, taken in 
conjunction wlh the accompanying figures, wherein: 

Fig wrr 1 is a greatly simplified schematic illustration of Oie Imemet, illustrating an 
embodiment of the caching syvtem of the present invention; 

20 

Figure 2 is a flowchart illustrating how user requests for static and/or dynamic content are 
handled by the cache, according to the invention; 

Figure 3 is a graph illustrating an average error probability, according to an analysis of the 
25 invention; and 

Figure * is a graph illustrating the evolution of error probability, according to an analysis of 
the invention. 
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DKTAIIJ-D DESCRIPTION Of THE TWVEKTION 

Ftgurc 1 is a greatly simplified schematic ilrustrotion of the Internet environment, illustrating 
an embodiment of the caching system of the present invention. Generally, a user 102 makes 

J it "request" for an "object" (c.g., a Web page) which is made available on the Internet by a 
servw (e^, ISP) J 04. (Die object typically originates at a content provider, not shown.) A 
switch 106 interfaces a cache (cache server) 108 to the Internet. The cache may con tab o 
copy of the Web page. There me two possible 'responses* to the user request - cither the 
server "servci" (or \vervices r ) tbe request, or it is "fulfilled'* in the cache. In tbe totter case, 

10 the content must first have been "transferred" to fbo cache, which moy periodica) ly "fetch" (or 
"reload") updated Web page content from the server. These I em is will be adhered to, to the 
extent possible, io the discussion that follows. 

As discussed in tins tiowlde article (eg,, page 1 3, Illustration 4), the switch 1 06 may be a 
)i higli-pcrforrnancc processor that can look tA network traffic nod ma ke rou ting decisions based 
on prolocols above the JP level. As a result, the switch can direct HTTP (and other) traffic to 
caches (108), and send the rest of the traffic directly to the Internet. Tbia is exemplary of 
one of a number of possible system architectures. Which architecture is used depends on 
several factors, including where the cache is implemented, the primary purpose of the cache, 
20 end the nature of the traffic 

As further discussed in the Ooulde article: 

"Caches can either be deployed in a transparent or oonrransparem form. A 
25 nonlransparent cache is explicitly visible, nnd browsers ot olber caches that 

use the cache ace overtjjr configured to direct traffic to trie cache. In this case, 
the cache acts as a proxy agent for the browser, fulfilling requests when 
possible and forwarding requests to tbe origin server wiien necessary. 
NTOtwntparent caches ore often a component of a larger piwty servei acting 
30 as pajl of a gateway or firewall and addressing many different applications. 

f Ooulde . pages 16 17) 

A transparent cache sfts in the network flow end functions invisibly to a 
browser. For ISP and enterprise backbone operations, a transparent 
H configuration is preferred because it minimizes tbe total administrative and 

support burden of supporting users in configuring their browsers to GjkJ the 
cache, (Ooulde. page 1 7) 

Caches should be hrrplcrnented transparently to maximize the benefits of 
40 caching. A iicntrunsporent implementation requires having browsers manually 

configured to direct their requests for content to the cacJw server. In a 
transparent configuration, cache benefits are delivered to clients without 
having to reconfigure the browser. Users automatically gain the benefits of 
caching. (G_pu|de, page J 7) 

45 

In an enterprise environment, transparency can be implemented cither through 
automatic browser configuration or by intercepting traffic on the network. 
Both Netscape and Microsoft provide utilities for centrally configuring large 
networks of browsers and for customizing browser configurations being 
50 installed on users' PCs. Browser plug-ins can nJso provide automatic 
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configuroliun. Although l his approach is transparent to the user, il does 
reqirire athnurislr.il ive effort on an ongoing basis. (Gpulde. page 17) 

There arc several options for providing transparent caching: 

- The cache can bo configured as if it were a router so that all Internet-based 
tmfiic is aimed at it. This is a transparent configuration ihut requires no 
configuration of the browser the browser or downstream cache is unaware of 
the cache's existence but dill beneCts from it. The downside is that the system 
on which tiie cache resides has to devole some of its resources to routing, and 
the cache becomes a mission-critical part of the network. Sophisticated router 
configuration with policy-based routing can minimize some of these issues by 
only directing HTTP (TCP Port 80) tiaffio to the cache, bypassing the cache in 
the event of failure and sending traffic directly to lha Imcmct. f Gotddc . page 
17) 

- An increasingly popular option is to rrse a Layer 4 switch to interline the 
cache (o the Interne! (sec Illustration 4). these switches, currently offered by 
Alteon, Foundry, AnowPoint. unci others, are high- performance processors 
that can look at net work traffic and make routing decisions based on protocols 
above tl»e JP JcveL As a result, the switch can direct HTTP (and other) traillc 
to the caches and send tbe rest of the traffic directly to the luteroet ... fTJhe 
switch can parse the HTTP request and send the request to a specific node in a 
cache farm based on the URL requested. Using an intelligent switch keeps 
iinrjeeessary network traffic off tbe cache, simplifies designing for availability, 
and distributes loading on the cache farm based on specific URLs, f Gourde. 
page 18) (An architecture similar to this one is described hereinabove with 
respect to Figure 1) 

- Another option for transparency is the Web Cwhe Control Protocol 
(WCCP). WCCP was developed by Cisco Systems to allow Web caches to be 
transparently installed in networks usiog Cisco IOS- based routers. With 
WCCP, HTTP traffic Is redirected to the Web cache instead of the origin 
server. WCCP does not require any changes to the network architecture, 
thereby simplifying the iropjcmerituliuo of transparent Web caching. fOouldc. 
page 18) 

- Web Proxy Autodiscovcjy Protocol (WPAD) is o new proposed standard 
protocol, which, when integrated with browsers, streaming media ciieuls, and 
other Interne* client software, it designed to automatically locale caches and 
services on Ihe network without requiring any configuration by end users. 
WPAD provides u flexible, \-endor-ncnlml sofiwure alternative to existing 
cache transparency soroiiors that utilize routing or switching equipment. In 
the future, WPAD-cnaMcd client software will automatically connect o*ers 
with embedded network services in their rcgiun, providing simplicity for brrtb 
users and the network providers thai deploy these services. (Goulde . pages 

CucJung systems can be used to optimize tbe performance of a Web server site 
as well as to speed Internet access for Web browser users In n reverse proxy 
configuration, the caching system sits in front of one or more Web servers, 
intercepting iptfffc to those servers and standing in. or proxy ing, for one s>r 
more of trie servers. Cache servers can be deployed throughout a network, 
creating a distributed network for hosted content. When necessary the proxy 
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cache server win request dynamic rod oiher short-lived content from {he 
origin servers. This enables content &om the site to be served from a local 
cache instead of from Uw origin server. The proxy server am be optimized for 
high perfornwnce, efficient operation, conserving resources, and off-toading 
5 the origin server from serving static content. Reverse proxy caching provides 

benefits to the access provider as well as to the user. Those benefits include 
the ability to enable load balancing provide peak- demand insurance to assure 
availability, and provide dynamic mirroring of content for high availability. 
fGonldc page 20) 

10 

There are three general characteristics that describe where caches are best 
located on a network: 

- Choke Points in the Network Traffic. There are locations where a large 
majority of network traffic posses and is therefore visible to the cache server. 
15 This allows the enche to handle more requests and store more content than if 

located somewhere that can be easily bypassed. 

• Points with High-Network Load. High traffic conditions nllow higher 
cache utilization wnd therefore greater benefits can be achieved. 

• LocHiions that Produce Greatest Economic Benefits fox a Ciebe. Points 
20 where users will benefit from high cache hit rotes while also reducing 

upstream bandwidth requirements will provide both QoS benefits and 
economics for the access provider, locations with these cliaractcristtcs axe 
typically found at major Internet switching locations, di&l-ra aggregation 
points, or corporate gateway*. (Gouldc. page 20) 

25 

Locations with these characteristics are typically found nt major Internet 
switching locations, dial-in aggregation points, or corporate gateways, 
including: 

POP and DIAf/IJP (sec Gould c. page 21, Illustration 7) 
30 NAPS fsee Gouhfc. page 22. Illustration &) 

Satellite (sec Gouldc, page 22) 

Internotlonol Gateway (see Gouldc . page 23, Illustration 9) 
Web hosting (see Gouhte. page 24, Illustration J 0) 
Last Mile (set Oouldc. page 25, Illustration 1 1) 
35 Corporate Gateways (sec Gouldc, page 2S, Illustration 1 2) 

A person having ordinary skill in the art will readily understand where to locate the cachc(s) 
of (he present invention in light of the description set forth bcreniabovc. Generally Speaking, 
the cache of the present invention can be located anywhere that there is (or could be) a cache 
40 serving stotio content, or it can be incorporated into an existing cache which fulfills requests 
for st otic content, with the additional functionality enabled according to the techniques set 
forth below. Or, it con be provided as a separate, dedicated machine (computer). 

Figure 2 is a flowchart illustrating how user requests for static and/or dynamic content are 
15 handled by the cache 

In a first step 202, for a user request for an object, the cache det<3ironc3 whether the 
requested object is in cache. If not (N), the user request is passed on to the server for 
servicing Hre request end meanwhile, in a step 204, the cache fetches the object from die 
3U server in anticipation of the next request fur Ihc object from the same or another user. 
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Generally, in this example, all requests for objects are presumed to go through a cache server, 
which is transparent to the user. II intercepts information requests and decides whether il will 
provide a response from a cached local copy or from o remote mrbnriatioo source. After 

. 5 fetching information front a local source, the cache server decides whether to store it locally, 
and if m>, for how long. A request for information which can be provided from a locaJ copy 
is known as u "cache hit". Conversely, a request for information which is not stored locally U 
known o "cache miss". When I he storage determination algorithm is well-designed Ihc 
probability of a cache hit » greatly improved, and apparent response time to user requests 

10 {/elated to QoS) is reduced. Fan her, every Information request satisfied by locally cached 
content (cache hit) reduces traffic on the external network, pcrrmlting shorter response limes 
over the external netwnrV. 

Jf the requested object is in the cache, it is nest determined in a step 206 whether the 
15 requested object is marked as static. If so (Y), it is Ibcn delcrmincd in a step 208 whether lo 
update the cached copy or to ose it to fulfill the user request, using any suitable standard 
algorithm foe caching state objects, such as comparing the objects •'age" (the time elapsed 
since il has last been refreshed) to the TTL (if the original server of the page specifies a 
TTL), asking Die server the luteal modification time, etc). 

■29 

If tho requested object is in cache, and il is dynamic (N, step 2Q6X it is deteniuned in a step 
21 0 whether the cached copy's TTL ("shelf life") is less than its age. 

If the cached copy's TTL is less than (a lower number than) its age (Y, step 210), it is 
25 considered to be "stale", and in a step 2 12 the cache: 

— updates the object's access statistics (number of user requests per time 
period - bust few minutes, last hour, etc.); and 

— fetches the object from the original server. 

50 It (he cached copy's TVL is equal to or greater than its age (N, step 2 1 0), it is considered to be 
"fresh", and in a step 214 Ihc cache: 

- * fulfills the request using the cacljcd copy; und 

- updates the object's access statistics. 

35 Optionally, if the time difference between the cached copy's age ond its TTL is less than a 
given tinie, and (he Dumber of recent user requests is more than a given rate, it is considered 
lo be "aged" anil "popular", and ihc cache fetches the object from the server in rybui is termed 
an "anticipated refresh". 

<o Additionally, for each time the cache felcbes va object from the server (see steps 204 and 
212), the following procedures are performed by the cache, in a step 216: 

a. if another fetch for the same object is ongoing (e.g.. due to a previous user request), 
the cache warts for the previous fetch to complete, rather than duplicating it request; 
■ b. letches the object from the server, 
45 c. replaces its cached copy, if present, by the up-to-date object, after having compared 

them to deiennine whether the object had changed since il was last fetched; 

d. initialize or update the object's change statistics (number of changes per time 
period) accordingly; 

e. mark the object as static or dynamic content depending on the original server's 
50 rep b" (presence ufomc^Cidion time, orof noorweroTTL,etc); • 
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f. if the object is dynamic, set its TTL (7) to the appropriate value with respect to the 
nveragc rime between changes * (determined from the object's change statistics), the number 
of user requests per time writ rj {determined from the objecb access statistics), and a selected 
one of the following procedures (A-E): 

5 

A» maximum error probability ( p* X w ^ b U» avenge *lm of the number of 
requests fulfilled using a cached copy -whose corresponding original object has changed for 
more than a given time IV, over the totel number of requests: 

10 




g. maximum error rate ( no ). which is the overage number per time unit of request* 
fulfilled using a cached copy whose corresponding original object has changed for more Than 
a given time if; 





f > 




j 


w 





















H maximum delay ( Z>» ), wlxich is the average time between an object change and 
when the cached copy is refreshed: 

- 6 b. 



any combination of the above (A3.Q. 'aking the lowest 7) or 

30 

E. any combination of the above (A.B.C). but keeping T within a pirxJetermincd 
window of "reasonable" values bounded by Train and 7max. 

In tlie above equations, the following poramercra have been used: 
35 T is Time To I jve for the dynamic object; 

W is u given lime since the original object Iras changed (i.e., bow long it is outdated); 
" t is on overage time between changes, which is determined from the object's change 
statistics; 

n is number of user requests per time unit (e.g., frequency); 
40 Pu i* oiaximam error probability, which is the overage ratio of the number of requests 
fulfilled using a cached copy whose corresponding original object has changed for 
more than the given time W, over the total number of requests; 
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q q is mjctimuin error rate, which is the average number per time, unit of requests fulfilled 
using a cached copy whose' corresponding original object baa changed for niorc than 
0k given time W* 

Do is maximum delay, which is [he oventge time between an object chnnye and when the 
5 cached copy is rtfresJietl. 

Selecting and Adjusting TT1, 
A simpio model, which lakes no other parameter than the average Ihnc between changes (x) 
of the object Is the exponential decrease model - that w, the probability that the object docs 
10 not change during a time period of length / *w considered to be of the form c *' \ Ti is, of 
course, 1 for f*» 0, ami lewis to 0 as t tends to + (co) 

Considering a situation with many user requests, as compared to ihe refresh rale of the cached 
copy, so the cache will update at regular intervals, despite being user-driven. 

15 

A verse frequency of changes 

The rooitePs consistency is now checked^ especially whether the average update frequency of 
a given object b 1/ t. Let p'. CO be the probability that k changes over a time period of t. 
By construction: 



And, for A>0. p'> = {^dOO-e^'V"" - *" * [ tf-.< u >y < 



(the probability thai k chsnges occur over [0:1) is the sum over « of Ihe 
probability (hat * - 1 changes occurred belwecn 0 nnd u, that there was !t 
change between a and rr+itK, ami none berween ir+dw and fy 

One can deduce by recurrence thai: 



30 



1 -ttr 

3 *lr 4 " * + 1 
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Now the average number of changes over a lime period oft is (by definition of averaging): 



The error probability is defined as being the percentage of cases where the user receives the 
cached copy whereas the object hits changed on the original server, and the cached copy is 
to outdated by more than » given lime W. Figure 3 UTustrates Ihe percentage error (verticaj 
•axis, in percentages) versus time (horizontal axis, ia seconds) for instance, with W*>\ 5s, t - 
60s, and T - 30s. The graph illustrates iho probability that the cached copy Is "stole" by more 
lhan W seconds, hi the graph, W is 15 seconds, so the probability is zero between ] and 15 
sccoiids. Then, the probability rises until 30 seconds, when u icfeteh occurs (/"- 30s), os 
)> illustrated buy the sawtooth pattern 302. This pattern repeat? itself every 30 seconds. 
Between 30 and 45 seconds, the probability is again zero, and a re-fttch occurs at 45 seconds, 
and Ihe probability rises until 60 seconds, os illustrated by the sawtooth pattern 304. A 
similar result is shown by the sawtooth pattern 306 between 75 and 90 seconds. 

20 Given that the cache is supposed lo update the copy of (he object at regular intervals, the 
calculations can be performed over a time interval [0;7"J. 

The average time £ within the interval during which the content is uotdaled L> the sum over 
all intervals fir, ii+d/i] of the probability that there was no change behveen 0 and u, but that 
23 there was a change between u and u hl«, multiplied by the length of time during which the 
content remains outdated by more lhan W. That is: 




t 



5 Hence, the changes do rove an average frequency of \l T. 



Average error probability 
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£ = (r-W)-r(l-e r ) 



or, wiih 



A'^rfo-I + J- 4 ) 



From this, tfje error probability can be deduced as: 
, 0 Ferr ^£«=l(a-]*0 



Easirr-lo-rwoillc Km ods can be eak-ittolcd by letting: pt a \ B f^L _£l + a _ » 4 , 
15 w * 2 



Its derivatives are: F (a) a ~ - a 4 I - e " 



P"(a)=l-«"" 

Since F(0) - F*(0) = F*X0) - 0, :ind F^a) is positive for any a >= 9, F\a), F(d) and, 
ultimntely, l ; (U) axe as well. So: 
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There art better, wsy-lo-find bounds for tbe case ofu>=1 , but ihal is no| »n biitrejting case 
(T-W>=t). Hence. 
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Aa upper bound should besctou TTL which stiU ensures that the error probability is below a 

given threshold p*. 



Par S pO <=-|-(a-l + O^A 
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Therefore, an acceptable TTL is: 



Maximo} TTL tos 
10 This is the same as for the ctrrr probability, replacing/?* by /i» / n t 



««r * "» «=• /\~ •< 







i 


rf 
















k n y 





*S Therefore, nn :tcceptnble TTL is: 





( \ 


7 























35 Average delay fur a t_ 

It is u.«fitl to consider 1he average delay D between the enched copy and the original object 
in the case where the latter has changed during a given interval. Tirst, calculate <Art»> 
which is the average delay knowing that the change occmrf d at a time « between 0 and T. 

27 
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From this, ihe overall delay <A/> con be deduced by integrating <Ar(u)> timcj the probability 
thai a cb,mg< occurred between » raid n - » d «. wver [0;7]: 



vi'''"* 



25 Since ihe <AX> calculation does not take into account that there has been » cbanys within 
fO;r|, it should be divided by (be correspowfcog probability to get I?: 



1 -e 



JO 
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6 2 

and: — -a+I-Z'aO 



5 

ihcu: 



15 '■ 

To order to limit J? to D 9 , a "I'fL should !x chosen, sach a* 

20 2x 
T T 
6 2i 



»(H9 



] + 3 
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From Ihc nbovt, the following tables o/'tTL [T (s» versus a uiuobei of error probabilities 
for various values of i arid FPcan be derived: 





t=30j 










0.1 


. 15 


0 


33 . 


0.5 


17 


0.4 
""0.8 


_ • 4.0 
""4.3 


1 


18 


5 

10 ' 


23 


4J 


6.2 


27 


7.8 


si 



5 



W ■« 15s 


T- 60a 




IM 






0.1 


16 


0.1 


3.) 


0.5 


13 


0.4 


3.5 


1 


19 


0.7 


3.8 


s 


27 


4.2 


5.8 


)0 


35 


8.5 


8.2 



10 



JV~ 1 5s f T — 6OO5 




m 




JD(s) 


0.1 


19 


0.1 


32 


0.5 


27 


0.4 


4.6 


1 


35 


0.9 


6.0 


5 


87 


4.8 


15.6 


10 


148 


9.3 


28.1 






W»J5s,T« 3600s 




Pa (%) 


IM 


team. 




0.1 


29 


0.1 


^ . ... 


0.5 


62 


0.5 


10.4 


1 


99 


1.0 n 


16.7 


5 


389 


4.8 . 


68.5 


10 


749 


9.3 


139.3 



(55) JP 2004-504681 A 2004.2.12 



WO 0IW7JM PCT/IUU/OWSI 
23 



W-7s,t- 60s.. 




0.1 


lis) 




"",0 (si" 


7 ~~] 


0 


1.2 


0.5 


9 


0.4 


1.6 
~U 


1 


10 


0.7 


5 


17 


4.6 


3.3 


10 


23 


8.5 


4.7 






(jg f W 




J> fs> 


0.1 


10 


0.1 


1.7 


0.5 


17 


0.5 


2.9 


I 


23 


0.9 


3.9 


5 


73 


4.8 


13-0 


10 


133 


9.3 


245 



Fiora the above, the following conclusions can generally be made. 

10 Ibe probability of the retrieved informalioD being "stale" (older than W) L< essentially wo 
foi values of T<s) (Time to live) less Uiud or equal to W and increases with increasing Its) 
according to b decking exponential, approaching 100% probability of enxv at infinity. This 
observation Out tlx; error probability is *cro for values of T(s) less than or equal to W is 
essentia) ly * "trivial" result, since it is clear (hut no information can be older than W if it is 

15 updated n>ore frequently than W. Clearly, however, the avcrBge update interval t has a 
significant ciTect on bow steeply the u/or probability climbs for values of T(s) greater than 
W. The greater the average update interval t with respect to W. the less sharply the eiTor 
probability rises with increasing values of T(»). 

20 Figure 4 is a graph 400 illustrating the evolution of error probability p m (vertical axis, 
expressed as a percentage (%)), as a fimclion of ibe TTL (in seconds (s)) for various values of 
x {W *■ ISs). TIjc line 402 is for t » 20s, the line 404 is for t = 60*. the line 406 is for t = 
300s, and the line 408 is for T - 600s. 

25 A graphical illustration of a technique for choosing o TfL io maintain error probability 
belvw a threshold value j^is oNaincd by identifying the value of rj^ou flic venical axis ofthc 
graph 400 and following an imaginary line horizontally across the graph 400 to where it 
intersects the ciave (402,404,406, or 40S) for the appropriate value oJ't. By way of example, 
if an error probability threshold value uf 10% is chosen, then die TTL for t - 20s (line 402) 

30 is n Utile under 30 seconds* for x - 60s (line 404) it is Bbout 35 seconds, for t = 300s (line 
406) il is about 85 seconds, and for T - 600s (line 408) it is about 150 seconds. 
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By deploying caches for italic and dynamic content at appropriate locations in the Interact, 
and by selecting appropriate update chHracieristics for cached dynamic content as described 
hereinabove, elTecfive user respon.se times to both dynamic and ataxic content can be rednted 
while simultaneously reducing congestion on the external network (i.e., the Internet). 

s 

The first time an end wer (110) receives o web page, the web page may optionally plant a 
cookie io Ibe user's browser. Thereafter, every tone the end user .accesses the web page, the 
browser sends the cookie along wilh tlie access request. The cookie tolls <hc server (104) 
what the server wants (or needs) to know about the end user, in addition to simpry (be fhel 
10 that the user wants » retrieve the web page. For example, U*ibe web page is a personal bed 
web page of n single end user, the server knows the end user's preferences. 

According to u feature of the invention, ihe cucbe (108) can look ut the cookie and see if the 
requested web page is a pcrvonalized page of a single end user, or if the cookie indicates Ihe 
1 5 access request is coming from a global end user. If (he nrq nested web p»ge is a personalized 
web page for a single end user (or if there is some o(her hxtieaUoo thai the web page is 
supposed lo be modified each time tort it is accessed), then the web page should not be 
' cached. This can be accomplished by setting TI L =» 0. Else (eg., global end user), TTL is 
ai mply set ta described hereinabove. 

70 

Although the invention has been described with respect to a limited number or embodiments, 
it will be appreciated (hat runny variations, modifications and other applications of the 
inventinn may be made, and are intended to be within the scope of the invention, as disclosed 
herein. 

25 
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CLAIMS 

What is claimed is: 

1 . System for caching object* having dynamic content on the Internet, comprising: 

a cue be connected in (he Interact foi storing ami updating copies of dynamic content. 

2. System, According to claim ! , wherein: 

the cache is disposed at a location selected from the group consisting of major Internet 
switching locations, dial-in aggregation points, and corporate gateways. . 

3. System, according to claim I , wherein: 

the cache also stores and updates copies of static content. 

4. System, Jiccordjng ii> claim 1 , furtbei comprising: 

means for monitoring oiie or more of the objects to determine update characteristics 
thereof; and 

meHns for adjusting a time to live (TTL) poramclcr for the objects based upon tlic 
update characteristics. 

5. System, according to claim 4, further comprising: 
means for determining an age of un object; nnd 

means for updating the object if ihe TTL for the object is less than its age. 

6. System, according to claim 5, wherein: 

the H L for each object is calculated according lo an average time of changes for the 

object. 

7. System, according to claim 4, further comprising: 

means for determining a probability of error for ei»eh of the objects; raid 
means for adjusting (he TTL for each of the objects lo maintain i ts probability of 
error below a predetermined error probability threshold. 

8. System, according to claim 7, wherein: 

the TTL for each object is calculated according lo the equation: 




wherein: 

T Is the 'lime To Live, for the dynamic object; 

W i s a given time since the original object has changed (i.e., how long it is 
outdated); 

t is an average lime between changes, which, is determined &om the objects 
change statistics; and 

po is maximum error probability, which is the average ratio of (lie number of 

requests fulfilled using a cached copy whose corresponding origin«l r>bject has 
changed for more th*n the given time If. over the total number of requests. 
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9. System, according to claim 4, further coni|>i ising: 

means for determining bo error rote for each of tbe objects; and 

means for adjusting Tft fur each of the objects to maintain its error rote below n 

predetermined error probability threshold. 

1 0. System according to claim 9, wherein: 

the TTL for each object is calculated according to toe equation: 




wherein: 

T is the Time To Live for the dynamic object; 

W is a given time since the original object has changed (i.c, how long it h 
outdated); 

T is no overage time between changes, which is determined from the object's 
chance statistics; 

n is number of user requests per tinx; unit (e.g., frequency); and 

n 0 is maximum cnor rote, which is the average number per time unit of requests 

fulfilled using a cached copy whose corresponding original object has changed 

for muTc th?m the given time W. 

1 1 . System, occording to claim 4, further comprising: 

means foi determining a delay time for each of loo objects; and 

means for adjusting TTL for each of the objects to maintain its delay lime below a 

predetermined delay liucshuld. 

1 2. System according to clai mil, wherein : 

the TTL for each object is calculated accordinu. to the equation: 




r 



wherein: 

T is the Time To Live for the dynamic object; 

t is an average time between changes, which is determined from the objects 
change statistics; and 

l>e Is maximum delay, which is the overage time be ween an object cjwngc and 
when tbe cached copy is refreshed. 

J 3. System, according to claim d, further compr ising: 

means for determining at least one object characteristic selected from tbe group 
consisting of error probability, error rate and delay titne for each of the objects; and 

means for adjusting TIL lo rruuntom the selected object character tics below a 
respective threshold vylut. 
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1 4. System, according to claim 1 3, further comprising: 

means for limiting, adjustment of TTL for each of the objects to a range bounded by 
predetermined minimum (7min) nnd mtaimum (7rnax)vahie$, for'ITL 

15. Method of responding to o uvr request for information having dynamic content, 
- comprising; 

storing a copy of tbc dynamic content in & cache; 
establishing a time tD live (TTL) for the dynamic content; 
, receiving the user request st the cache; 

responding to the user request with the stored copy of (he dynamic content if its TI L 
is greater than its age; and 

retrieving an updated copy of the dynamic content Rod responding io the user request 
with the updated copy if the TTL of the stored copy is Jess than its age. 

1 6. Method, according to claim 1 5, further comprising: 
storing a copy of sialic content in the cache. 

17. . Method, Dccordrng to claim IS, further comprising: 

determining en average update frequency for (he dynamic content; and 
determining the TTL for the dynamic content as a function of its average update 
frequency. 

] 8. Method, according to claim 15, further comprising: 

determining an average update frequency for the dynamic content; and 
determining the TTL for (he dynamic content as a iunction of its average update 

frequency and a predetermined error probahility threshold. 

1 9. Method, according to claim 1 8, further comprising: 

adjusting the TTL for the dynamic content according (o a frequency of user requests 
for the dynamic content. 

20. Method, According to claim 1 5, wherein: 

the TIL for each object is calculated according »o (he equation; 



r^(Tf+rp 0 > 1 + 




wherein: 

T is the Time To Live, for the dynamic object; 

W is a given lime since tbc original object has changed (i.e., how long it is 
outdated). 

T is on average time between changes, which is determined from the object's 
change "rtali sties; and 

is maximum error probability, which is (he average ratio of the miml>ci of 
requests fulfilled using a cached copy wljose corresponding original object has 
changed toi more than ihc given time >K, over the lota) number of requests. 



21. 



Meihod, according to claim 1 5, wherein: 
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the Tit for each object is calculated according to the equation: 











1- 


w 






1 













wherein: 

T '» the Time To Live fur the dynamic obj eet; 

is a given time since Ihe original object has changed (i.e., how long it is 
outdated); 

is an average riiwe between changes, which is determined from the object's 
change statistics; 

is number of user requests per time unit (e.g., frequency); and 
is maximum error nitc, which is the average number per time unit of requests 
fulfilled using o cached copy whose corresponding original object rmscfoviged 
for more than the given time W. 



W 



Method, according lo claim 1 5, wherein: 

(he TT1, for each object is calculated according to the equation: 

1+3^ 



wherein: 

r is (he Time To Li ve for the dynamic object; 

t is an average time between changes, which is determined from the object's 

. change statistics; and 
Do is maximum delay, which is (he average time between an object cliange and 
when the cached copy is refreshed. 

23. Method, according to claim 15, wherein (he information is represented ns a web page, 
(be method further comprising: 

a first time the user receives the web page, the web page plants a cookie in the user's 
browser. 

24. Method, according to claim 23, wherein: 

every subsequent time tho end tcer requests the web page, the browser sends the 

cookie. 



25. Method, according to claim 24, furtbsr comprising: 

the cache looks at the cookie end sec if the requested web page is a personalized page 
Of a single end user, 

26. Method, according (o chum 23. further comprising: 
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if the requested web page ta a jjetsonalized web page for a single end user, then the 
web page is not cached. 

27. Method, according to claim » 5, further comprising: 

if the infonunliun is supposed lo be modified each time it is accessed, setting TTL ** 

0. 



28. Method of responding to a user request for un object having dynamic content, wid 
object originating from a server, comprising: 

storing a copy of the object in a cache; 
establishing a time to live (TTL) for the object; 
receiving the user request at the cache; 

fulfilling the user request with the stored copy of the object if its "TO is greater than 
its age; and 

fetching an updated copy of the object and responding to the uses request with (be 
updated copy if the TTL of the slewed copy is less than its age. 

29. Method, according to daim 28. further comprising, in the cache: 

first setting the TTt for the object to a reasonable lower limit fTmin); and 
adjusting the TTL for the objeel based on the frequency at which the object actually 
change*. 

30. Method, according to claim 2$. further comprising: 

each time the cache fetches the object from the server, performing the following 
procedures: 

a. if another fetch for the same, objeel is ongoing, waiting for ihe previous fetch to 
complete; 

b. fetching the object from the server, 

c replacing the cached copy, if present, by the fetched object, after having compared 
them to detennine whether the object had changed since it was last fetched; 
<1. initializing or updating the object's change statistics accordingly; 

c. marking the object as static or dynamic content depending on the server's reply; and 
f. if the object is dynamic, selling its TTL (7) to an appropriate value with respect to 

an overage time betwecu changes (t) determined from the object's change statistics, the 
number of user requests per time unit (n) determined from the objeds access statistics, teid 
one of the following procedures (A -II): 

A. maximum error probability; 

U. maximum error rate; 
' C. maximum delay, 

D. any combination of the above (A r B,C), taking ihe lowest 7"; or 

E. any combination of the above (A.D.C), but keeping T within a predeicr mined 
window of "reasonable" values bounded by Train and rmax. 

31 . Method, according to claim 28, wherein the information is represented as a web page, 
the method further comprising: 

a first tiujc the user receive* the web page, the web page plants a cookie in the user's 
browser 



32. Method, according to claim 31, where in: 
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every subsequent time the end user requests the web page, the browser scuds the 

cookie. 

33. Method, according to claim 32, further comprising: 

the cache looks at the cookio nod sec if 6k requested web page is n personalized page 
of n stogie end user. 

34. Method, according to claim 3 ) , furtha cumprifuig: 

if ihc requested web page a a pereonnli/ed web page for a single end user, then the 
web page is not cached. 

35. Method, according to claim 28, further comprising: 

if the information is wipposcd to be modified each time it is accessed, sell ing TJ"L « 0. 
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